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Getting started

Overview

The topics in this section cover:

e howtologin

¢ signing in with two-step authentication
¢ what settings to apply and review

¢ how to modify your User Profile.

Target audience
All staff
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User login

1. Open a web browser and go the address of your Sentral Server.
For example, https://schoolname.sentral.com.au

The first time you login ONLY, the user credentials will be username:admin and password:admin. You
MUST update this generic admin login to a unique password once the initial setup is done. You are
required to use a personalised user account for audit purposes.

2. The nexttime you login, you will need to enter your own Username and Password.
3. Tick the checkbox to remember your username and to hide sensitive data if appropriate.

@ Note: For those using Single Sign On or Active Directory accounts, please use that
username and password.
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User Profile

Overview

This is a read only widget that draws information from your admin system. Teachers can however opt on login
to not display their birthday.

Email setting and notifications

Please enter your email address so that you are able to receive notifications and alerts from within the Sentral
applications.

Photo Display Preferences

Your photo is used in various places throughout Sentral, including the Student and Parent Portal, to show you
as the sender of a message. It can also be shown on the Dashboard of Sentral via the Staff Profile widget.

By default, your staff photograph is used; you can choose to upload your own image as an alternative 'avatar'
instead. Ensure this image is an appropriate image as it may be seen by other staff, students and parents.

You may need to refresh the page after changing your photo type.

User Account Summary for

You will know your default level of access or permissions within Sentral and if you have been given modular
levels access.

Group membership

If you are a member of a group from an external source this is noted and updated also. Group membership can
also be based on Local groups within Sentral setup by your administrator.

Change password

Only applies to those who have local user accounts. If controlled by an external system, your password cannot
be altered within Sentral.

Signatures

You can upload a JPEG or image of your signature. You can then decide if your signature can be used in
Reports and Wellbeing.
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Set up two-step authentication

Overview

Two-step authentication is a common practice to add extra security to protect users from unauthorised persons
attempting to access your account. This protects your account from use by students or others who may have
obtained your username or password. It uses the Google Authenticator App running on smart phones or
devices to generate a 6-digit code that changes every 30 seconds. When you log into Sentral (step 1) you will
be prompted to enter the code in the App before you log in (Step 2).

Steps
Once you've logged into Sentral, follow these steps to enable two-step authentication.

1. Select your name on the menu bar and choose My user profile from the dropdown menu.

1
A WhatsNew @ Help (% Clockin % Setup ¥ #) richard Avilla

. My Recent Reports

My userg@;ﬂle

End user impersonation

Hide sensitive data

ientral, you will be prompted to enter the code shown in the App bef | ogout

The My Dashboard screen displays.

My Dashboard v
- Data collection setting

© Help improve Sentral
[ Allow your name and email address to be collected to facilitate personalised content notifications m

Photo Display Preferences
Mr Richard Avilla

(Username: Richard.Avilla) @ Your photo is used in various places throughout Sentral, including the Student and Parent Portal, to show you as the sender of a message. It ca
By default, your staff photograph is used; you can choose to upload your own image as an alternative "avatar” instead. Ensure this image is an
Linked staff account You may need to refresh the page after changing your photo type.
Richard Avila Staff Photo Custom Avatar
Date of Birth:
User Actions ~

& Restore Super User Access
End user impersonation

2 Refresh Access Controls
Update the browser session

A Change Password + Using Staff Photo Use My Avatar | L Upload / Change
[@ Two-Sie| rj_m entication
Click to $etup

User Account Summary for Richard Avilla

Your Signature h © Your default access level is Administrator. This default access level is set from user tenant default access (Manage Users)

Upload Now
There are no custom access levels for your account.

Group Membership ~
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2. Under User Actions in the left menu, select Two-Step-Authentication.
The Enable Two-Step Authentication Setup screen displays.

Nickson College [[l}

My Dashboard v

2

Mr Richard Avilla

(Usemame:

1
& whatsNew @ Help

& Messages (@)

@ Two-Step Authentication is not currently enabled. We recommend enabling it to protect your account.

Enable Two-Step Authentication Setup

in @ sewp £ @ Richard Avecilla

Linked staff account

Local Sentral user account

It sthe ¥ the Ifyoudo
you may required
10 enter it ag: per IOW: ¥
1. Install the Google Authenticator App on your phone/device:
3. Choose to Scan barcode, then scan code on the screen

Your Trusted Devices

3. Follow the on-screen instructions below To get started.

4. Install the Google Authenticator App on your phone/device.

Google Account Help

Install Google Authenticator

if you set up 2-Step Verification using SMS text message or Voice call and also want 1o be able 1o generate codes using
your mobile device, you can use the Googhe Authenticaton app 10 receive codes even I you dont have an Internet

connection of mobile service

To set this up, first you need 1o complete SMS/ V.

babow

ANDROID

IPHONE & IPAD

& setup 5. Then, follow the directions for your type of device explained

5. Select Android or iPhone & iPad and complete the series of steps outlined in each guide.
6. Openthe App and select Begin Setup.
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7. Select Scan barcode.

a Scan barcode

Fa Manual eniry

8. Point your camera at the QR code on your computer screen.

:?_ ' T'.'.‘ 3. -i'i'

TE SRR S

9. To test that the application is working, enter the verification code on your mobile device into the box on your

computer next to Code, then select Verify.

SentralSenCol

858 751

The clock icon on your mobile device will let you know how much time is left before the verification code
expires and a new one is generated.

If your code is correct, a confirmation message displays. If your code is incorrect, try generating a new
verification code on your mobile device, then entering it on your computer.

Two-step authenfication was successiul

‘ SENTRAL USER PROFILE GUIDE | PAGE 9



10. Alternatively, enter the key manually into the App. Enter your email address for your Google account. Then,
enter the secret key on your computer screen into the box next to Key and select Done.

& Manual entry 4
Account

Ky

Time-banad .

Account Name

ivanka.dwyer@sentral

KG"H’

- - - - - -
When Erfermg in the detads info your G COge Authenbcator App please ensure Time-based Sf'ﬂ'lffl;l s setto
enabled

11. Provide security questions once you have verified the code.

These are not case sensitive.

Cuestion A

—-Please select a question— v
Cuestion B

—-Plaase select a question— .
CQuestion C

-Please select a question- T

Save & Enable Two-Step Auth

12. Select Save & Enable Two-Step Auth.

& Two-Step Authentication
Currently Active

A message displays to indicate that two-step authentication is active.

USER PROFILE GUIDE | PAGE 10
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Sign in with two-step authentication

Once you have set up two-step authentication you will be prompted to add a token and verify. Refer to your app
for the token (6-digit number).

You can nominate to be remembered on your device for 7 days by ticking the checkbox on the screen. If you
are successful, you will see the Sentral dashboard and have access to your Sentral account. If you select |
can't use my Google Authenticator app, the screen will display two of your security questions.

Answer the question and select the Submit button.
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Disable two-step authentication

& Warning: Disabling two-step authentication may not be advisable as it leaves your username
and password vulnerable to unauthorised persons attempting to get into your account.

1. Select Currently Active.

& Two-Step Authentication
Currently Active

2. Select Disable Two-Step Authentication.
+ Two-Step Authentication is currently protecting your account.

3. Enter the 6-digit token number generated by the Google Authenticator mobile app and select Verify.

+ Twe-Step Authentication is currently protecting your account.

Disable Two-Step Authentication Setup

Please enter the token by the Google Mobile App.

If your Google Authenticator Mabile App has not been setup please answer the backup security
questions to login or contact your System Administrator to disable Two Step Authentication for
your account.

Auth Token

I canit use my Google authenticator app

Edit security question answers
1. Disable your Two-Step Authentication first.

Disable Two-Step Authentication Setup

Two-step authentication was successful.

If you want to edit your security question answers then please disable your Two-Step Auth first.
Once disabled follow the above steps to re-setup the two-step authentication for your account.

Disable Two-Step Authentication

2. Once disabled, follow the steps to set up the two-step authentication again for your account. Select Disable
Two-Step Authentication.
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Other Widgets and School Dashboard

Overview

The topics in this section cover how to view and access:

My Dashboard

My Calendar

My Classes

My Portal Messages
My unread notices
Daily Notices
Dashboard Alerts

School Newsletters

Target audience
All staff
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About the My Dashboard menu

Overview

My Dashboard gives you access to other areas on the Dashboard that are not specifically widget based. Use it
to view your own and shared dashboards, as well as create a new one.

School Dashboard ~

My Dashboard

My Calendar

My Classes

My Notices

My Portal Messages

Daily Notices

Dashboard Alerts
School Newsletters

Customise Quick Links

Customise School Dashboard

View My Dashboard

From the Sentral home screen, select School Dashboard, choose My Dashboard.
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Create a new dashboard

1. From the Sentral home screen, select School Dashboard, choose My Dashboard, and choose an option:

e Copy this board
¢ Create new using this as a base

¢ Create new without a base.

School Dashboard ~

My Dashboard

My Calendar

My Classes

My Motices

My Portal Messages

Daily Motices

Dashboard Alerts
School Newsletters

Customise Quick Links

Customise School Dashboard

Mo dashboards

M iralandar

Create New Dashboard

Shared Dashboards

Copy this board

Create mew using this as a base

Create mew without a base

The Customise My New Board screen displays with the Layout tab selected.

Customise My New Board v

Layout  Details  Access Controls

Calendar - Sentral Dashboard
SchoniVidget

Add 2 widget...
What's Happening Today
Sl Widgr

Calendar - Sentral Dashboard

S—

Add a widget...

[RTR—T - |

2. Add widgets to the Layout tab.

’ SENTRAL

| il B
My Imactive Dashboards 3 14 15
3 20 21 22
4 27 28 29
5 3 4 5
1] 10 11 12
7 17 18 19
8 24 25 26
oope
Add a widget__ ~ m
~
A s wigr -2
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3. Select the Details tab.

Customise My New Board v

Layout  Details  Access Controls

Dashboard Name
The dashboard name

My New Board

Dashboard Qwner Eliza Gent (@Sentral)
The user who crested this dashboard

Default m
Make this dashboard your defauit

Click to make this dashboard your default

Create a new dashboard Copy this board

Greate a new dashboard by either copying this one
8 P Copy this dashboard to creste & new ane.

‘The widgets for dashboard will be copied snd the base dashbaard for this dashboard will be used for the base of the new dashboard.

Create new using this as abase

Create 2 new dashboard and use this dashboard as the base.

Create 2 new dashboard withour 2 base dashboard.

Enter a dashboard name.

Specify whether to make this dashboard your default.

o T 9

Select an option to create the new dashboard.
d. Select Save.

4. Selectthe Access Controls tab.

Customise My New Board v

Layout Details Access Controls

Access Controls allow you to chocse who has access to a dashboard.

...

User Access Type
All users No Access View This Dashboard
Userl, Test O No Access O View this dashboard

...

a. Specify who has access to the dashboard.

b. Select Save.
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Use the My Classes widget

Overview
The My Classes widget replicates the information from timetables for all the classes you teach.

School Dashboard ~

My Dashboard

My Calendar

My Classes

My Notices

My Portal Messages

Daily Notices

Dashboard Alerts
School Newsletters

Customise Quick Links

Customise School Dashboard

Steps
1. From the Sentral home screen, select School Dashboard, choose My Classes.
2. Select one of your linked classes.

The Class Notices screen displays with the Messages tab selected. Your linked classes display.

Class Notices - Test Class Students

Messages Homework ' I I
New message to all students i this class:
< 4 B I & = = | = B @ F — A O & &
Start typing your new message to the class here
‘Send Message Attachment: [ Choose file | No file chosen

3. Use the Messages tab to compose a message to the students in this class.
Hover over a student image to find out their name or select the student to send them a Portal message.
The sent message is saved and can be replied to and deleted.

4. Selectthe Homework tab to add a new homework message to the class.

My Classes Homework - Test Class

Test Class Messages  Homework

Homework +Add

Homework requires a Title and 2 Due Date. If the Homework is not displaying correctly in Portal, please use Edit function and update the Title and Due Date.
Homework Options o Due Date Estimated Hours Actions
English Assigment  action = English Assigment 30/11/2023 ~ Attachments

2w Sudnts
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5. Compose the homework message.

EliClas=es Homework - Test Class
TestClass Messages  Homewark
Homework +Add
Homework requires a Title and a Due Date. If the Homework is not displaying correctly in Portal, please use Edit function and update the Title and Due Date.
Homework Options

Title Due Date Estimated Hours Actions

English Assigment | action + English Assigment 30/11/2020 ~ Attachments.
Ser s

a. Add atitle, description and due date.
b. Select Save.
c. Add any attachments.
6. Do any of the following as required:
a. Edit or delete the sent Homework item.

b. Select View Students to view overdue work and view which students have completed the work.

Hemework - Test Class

Mot o

Horramor racpures i T s 4 Coum Dafe 5 bicmapmcri o ol dhaglayng ety n Pertsl, pleans e 134 Vorcton. and updabe For Tl ared Cue Dt

ik Pl
i aderd sttt Al ]
yo Blew ACERAR w
T o CAMBASE
o M HAFEAS “
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My Portal Messages

Overview

My Portal Messages allows teachers to view and send messages to students, parents and activity groups.

View portal messages

Overview
Follow these steps to view portal messages.

Steps
1. From the Sentral home screen, select School Dashboard, choose My Portal Messages.

The Portal Messages screen displays with the Unread tab selected. This lists messages sent via My
Classes.

Teachers can reply to messages they have been sent.

Poral Heawspet Lriesd

mad Baad R

s - — | ——
e P Tombar - o
R

L Rt b Sl
g Fram Vo 7157 A8 Lk

2. Use the Unread and Sent tabs to view other portal messages.

Create a new message

Overview

Follow these steps to create a new message for a student, parent or activity group.

Steps

1. From the Sentral home screen, select School Dashboard, choose My Portal Messages.

The Portal Messages screen displays.
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New M = .
2. Select and select and choose an option:

¢ Message Parent/Student

New Message

Student:

Parent(s): @

Subject:

Attachments: Choose File | No file chosen

Message:

¢ Message Activity.

Cancel

New Message

Activity: }I-Ee rch...
Subject:
Attachments: Mo file chosen

Message!

<« s I T

3. Ifyou selected Message Parent/Student:

a. Search a student and then can select a parent to receive this message.

b. Add an attachment if required.

c. Complete message details.

d. Select m

4. If you selected Message Activity.
Search for and select an activity.

a.
b. Enter a subject for the message.

o

Add an attachment if required.

d. Complete message details.

e. Select m

’ SENTRAL
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My Notices

Overview

My Notices works much like an email inbox. Any staff member can compose a private message/post or a staff
broadcast.

Produce a staff broadcast

1. Select Messages on the menu bar and choose Notices.

B Messages

I Notices I

Portal Messages

2. Select New Post.

The My Notices screen displays.

New staff broadcast X
Subject:
Attachments: No file chosen
Blocked extensions: exe, msi, bat, htm, htrml
Message:
© 4 [ k1| B I £ = H E o« @A =

3. Enter a subject for the message.
4. Add any attachments.

5. Compose a message and select Send.

@ Tip: You don't need to add teachers' names or recipients as it is assumed all staff will receive
this.
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Send message to individuals

1. Select Messages on the menu bar and choose Notices. Alternatively, select the School Dashboard
dropdown and choose My Notices.

I Notices I

Portal Messages

The My Notices screen displays with the Unread tab selected by default.
2. Select Private Message.
Next to To, search for and select staff to receive the message.
Complete the Subject field.
Add file attachments if required.
Compose the message. Use the local toolbar to format the message.
5. Select Send.

View and manage messages

1. Select Messages on the menu bar and choose Notices. Alternatively, select the School Dashboard
dropdown and choose My Notices.

I Notices I

Portal Messages

The My Notices screen displays with the Unread tab selected by default.

My Notices: Unread v Search Notices a
My Notices: Unread
Unread  Read  Trash  Sem Al
TSR —— = Motk e = o

O Testing o Reply | @ Mark as Read
o ey 102 1 e b s

Private Message

@ Delete (Just for me)

Selected Messages. Chose Private Message
@ Purge (For all users)

‘ SENTRAL USER PROFILE GUIDE | PAGE 22



2. Do any of the following:
a. View messages.
b. Mark messages as Read.
The message disappears from the dashboard screen.
c. Reply to messages.
d. Delete messages.

e. Select More and choose to delete messages for yourself or purge for all users.

@ Tip: Purge is based on permissions within Sentral.

Daily notices

Overview

Much like notices, this area enables you to send messages, however the added advantage here is that it can
be for a school year group and you can select the day the message is available for staff.

View daily notices

1. Select School Dashboard and choose Daily Notices.

3 3 School name

School Dashboard ~

My Dashboard

My Calendar

My Classes

My Motices

My Portal Messages

I Daily Notices I

Dashboard Alerts

School Newsletters

Customise Quick Links |

Customige Schocl Dashboard

The Daily Notices screen displays.

Xero Tenant 5 - W Messages 4 WhatsNew @ Help | (5 Clockin | % Sep % | W ElizaGent (@Sentral)
Daily Notices v [ Search Daily Notices Q
Tuesday, 4 February 2025 — Term 1, Week 2 DailyHotices 2025 v~
Welcome back retreat €3 [ Mark as Read | More = M M T WTF
Dady N b Ef Gt @ Sertel) o Wesdneada 5 Februory 2025 ot 1:23pm

Informaticn regarding the upcoming retreat will be available in Week 3. wi |27 28 2930 31
w2 |34 5|67
w3 (10111213 |14
w4 [17 18|19 |20 |21
W5 |24 25|26 27 |28

we |3 |4 5 6|7

w7 (10|11 1213 14
w9 24|25 26 27 28

wil |7 (8|9 101"

<< Prev Next =>
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2. View the list of current daily notices.
@ Tip: You can't reply to daily notices as they're an announcement.

3. Use the calendar to view past daily notices - including previous years and different terms.

Dates that are in bold indicate a past Daily Notice that you can review. This is handy if your school uses this
function a lot or your need to look for historical notices.

4. Do any of the following for a notice:
a. Select Mark as Read or Mark as Unread.

b. Select More and choose to Edit or Purge.

Create a new daily notice

1. Select School Dashboard and choose Daily Notices.

3t 3 School name

School Dashboard ~

My Dashboard

My Calendar

My Classes

My Maotices

My Portal Messages

I Daily Notices I

Dashboard Alerts

School Newsletters

Customise Quick Links |

Customize School Dashboard

The Daily Notices screen displays.

Xero Tenant 5 - ® Messages & WhatsNew @ Help | (% Clockin | % Sewp % | ®W ElizaGent (@Senral)
Daily Notices v [ Search Daily Notices Q
Tuesday, 4 February 2025 — Term 1, Week 2 Daily Notices 2025 v
Welcome back retreat [ Mark as Read | More = IR I e
Dady N b Ef Gt (@ Sertel) on Wesdneaday, 5 Februory 2025 ot 1:23pm

Information regarding the upcoming retreat will be available in Week 3. Wi 27 28 29 30 N
w2 |34 5|6 |7
w3 (10111213 |14
w4 [17 18|19 |20 |21
Ws |24 25 26 27 |28
W6 |3 4 5|6 |7
w7 (1011 (1213 |14
ws [17 18|19 |20 |21
We |24 25 26 27 28
wio (311|234
wit |7 8|9 101

<< Prev Next >
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2. Select .

The Compose a Daily Message screen displays.

Compose A Daily Message X

© Please ensure the notice contains appropriate information for Parent Portal, without student names or personal information.

Mes: Dates:
— 04/02/2025 @ || 13/02/2025 @ u

School Years:
Choose avalue.. w | Yeard =

Subject:

Atachments: Choose File | No file chosen
Blocked extensions: exe, msi, bat, htm, html

Message!

& & e 7T B I 5 = HA = oo B3

Select the message dates when you want the message to be available for staff.
Select one or more school years to receive the message.
Enter a subject line.

Choose a file to attach if applicable.

N o g koo

Compose a message- use the local toolbar to format the message.

8. Select m .
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Dashboard alerts

Overview

Dashboard alerts allow you to make announcements or add an alert that stands out as a banner and differs to
a notice or daily notice. It carries more weight orimportance.

Create a dashboard alert

1. Select School Dashboard and choose Dashboard Alerts.

3 3 School name

School Dashboard ~

My Dashboard

My Calendar

My Classes

My Motices

My Portal Messages

Daily Notices
I Dashboard Alerts I

School Newsletters

Customise Quick Links |

Customize School Dashboard

The Dashboard Alerts screen displays.

2
HH ‘ School name & WhatsNew @ Help | (% Clockin | % Setwp % @W Eliza Gemt (@Semal)

My Dashboard v/

Dashboard Alerts

Headline StantDate End Date Tasks

Fire drill 05/02/25 05/02/25 m mn
Add Alert
2. Select - .

2
Xero Tenant 5 [N ® & @Hep | 5 Clockin

My Dashboard v

Create Dashboard Alert

Header: Headline for your alert. (Required)
Start Date: 05/02/2025 & The day your article will appear.
End Date: 05/02/2025 & The day your article will disappear.
Activate: Yes No Whether your alert will appear.

Text
© 4 o T B I 5§ = HBA B o 0O =

(e | oo |

Enter headline text. This is mandatory.
Specify start and end dates.

Specify whether to activate the alert.

@ o ko

Compose a message - use the local toolbar for formatting.
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7. Select

The alert is published on your school's dashboard.

Fire drill

Important: A fire drill will be run some time today so remain alert and ensure you follow policies implemented for this.

Manage dashboard alerts
1. Select School Dashboard and choose Dashboard Alerts.

T ‘ School name

School Dashboard ~

My Dashboard

My Calendar

My Classes

My Motices

My Portal Messages

Daily Notices
I Dashboard Alerts I

School Newsletters

Customnise Quick Links |

Customise School Dashboard

The Dashboard Alerts screen displays.

2
School name # WhatsNew @ Help | (% Clockin | % Setup | % @V Eliza Gent (@Sentral)

My Dashboard v/

Dashboard Alerts

Headline StantDate End Date Tasks

Fire drill 05/02/25 05/02/25 mmn

2. Do any of the following:

-
a. Select - next to an alert to update details. Select pasie Natice to apply changes.
b. Select m or to change the status of an alert.

c. Select n to remove an alert.
School newsletters

Overview

Your school can choose to upload newsletters via this repository. These newsletters can be accessed by staff
and also by parents if this option is selected when you set up the Parent Portal.
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View school newsletters in the repository

1. Select School Dashboard and choose School Newsletters.

T ’ School name

School Dashboard ~

My Dashboard

My Calendar

My Classes

My Motices

My Portal Messages

Daily Notices
Dashboard Alerts

School Newsletters

Customnise Quick Links |

Customise School Dashboard

2. The School Newsletters screen displays.

School Newsletters v

School Newsletters

Newsletter Name Description Link Amachment Date Actions
Welcome 2025 newsletter N/A Admin Guide - Flexible Classes for NSW DoE.paf 05/02/2025 n

3. Select the attachment link to view a newsletter.

4. Once uploaded, you can choose to notify parents or portal users by publishing to the portal feed.

Add a newsletter

1. Select School Dashboard and choose School Newsletters.

T ’ School name

School Dashboard ~

My Dashboard

My Calendar

My Classes

My Motices

My Portal Messages

Daily Notices
Dashboard Alerts

School Newsletters

Customnise Quick Links |

Customise School Dashboard

The School Newsletters screen displays.

School Newsletters v

School Newsletters

Newsletter Name Description Link Amachment Date Actions
Welcome 2025 newsletter N/A Admin Guide - Flexible Classes for NSW DoE.paf 05/02/2025 n
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Add Newsl
2. Select .

The Add Newsletter pop-up displays.

Add Newsletter ®

MWewsletter Mame *

Description

Attachment

Choose File | Mo file chosen

.

3. Enter details for the newsletter.

a. Enter anewsletter name. For example, Newsletter Term 2 Week 2.

Enter a description.

Add a URL link to your school's website location.

e o ©

Choose a file attachment.

e. Select m
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Publish a newsletter

1. On the School Newsletters screen, select next to the newsletter you want to publish.
The Publish to Portal feed pop-up displays.

Publish to Portal feed ®

Title

School Newsletter Available

Content (up te 1,000 characters)

The Welcome 2025 newsletter school newsletter is now available to view.

Q) Action Required Display action required flag
() Don't Display Action Required Flag

Q) Send Push Notification Send a push notification to the app

() Don't Send Push Notification

2. Add atitle (for example, Newsletter Term 2 Week 2).

3. Add content and then select if action is required and specify if this is a push notification or not.

4. Select m :
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